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Introduction

« Who am |?
Security Engineer at Microsoft

Worked on SQL Server 2000 SP3 and SP4
Worked on SQL Server 2005
Working in Exchange Hosted Services
« Why am | here?
« Talk about new vulnerabilities we encountered
« Talk about mitigation techniques
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Agenda

» Best practices for constructing dynamic
TSQL
« Delimiting Identifiers and Character Strings
« SQL functions

* Truncation Issues
« SQL modification by truncation
« SQL injection by truncation
* Finding and Mitigating truncation issues

y




Best practices for constructing dynamic
TSQL




Delimiting database object names

Use delimited Identifiers
« When reserved words are used for object names.

 When you are using characters that are not listed as
qualified identifiers

Double quotes can be used to delimit identifiers based
on where QUOTED IDENTIFIER is ON or OFF.

Never use single quotes to delimit identifiers.

Always use square brackets (‘[ and ') to delimit
identifiers.

Double up all occurrences of right square brackets (])

In the object name.



Create a table with name Employee™[]’!

SET QUOTED IDENTIFIER OFF
oo
—— Thi=s will =succeed
create table [Emwployeas™[]]'!'] (naawe warchar (2071
oo
—— This will fail
insert into "Ewployese""[]'!'" [(nagee)] wvalues (" Anonyioous')
oo
SET QUOTED IDENTIFIER oON
oo
—— This will succeed
insert into "Employee®""[]'!'" [(name) wvalues [(LAnonvmous' )
oo
—— 20 always use [] for enclosing identifiers or ohject names
insert into [Employee™[]]'!'] (namme) wvalues [('LAnonvmous')
oo
<y w0000 |
bMezzages

M=g 10Z, Lewel 15, State 1, Line Z
Incorrect syntax near 'Employe="[]'1°'.

(1 rowi=s) atffected)

(1l rowi=s) atftfected)




Delimiting character strings

 Double quotes can be used to delimit character
strings based on where QUOTED IDENTIFIER is

OFF or ON.

« Always use single quotes to delimit character
strings.

« Double up all occurrences of single quotes in the
character strings.

y




,lnsert the name Mystery’Man'[]!

~ET QUOTED IDENTIFIER CN

go

-— This will fail

insert into [Employee™[]]'!'] (nawe) wvalues [("Mystery"™"Man'[]!'")
go

AET QUOTED IDENTIFIER OFF

go

-—- Thizs will succeed

insert into [Emplowvee™[]1]'!'] (natee) wvalues [("Mystery""Man'[]!'"™)
go

—-— 20 alwyays use '' for enclosing character strings

insert into [Employee™[]1]'!'] (name) wvalues ['Mystervy"Man''[]!'')
go

O ——.—.——.————.——.———.—.—————————

Messages

(1 row(s) affected)

M=g 122, Lewel 15, Btate 1, Line &
The name "Mystery"Man'([]!" is not permitted in this context. Walid expressions are constants,

(1l row(s) affected)




SQL Functions

* quotename()
* replace()




quotename() function

Eeturns a Unicode string with the delimiters added to
make the input string a valid Microsoft 3IQL Server

2005 dAelimited identifier.

Syntax
QUOTENAME ('character string' [ , '"gquote character']
mArguments

'character string'
Is a string of Unicode character data.
character string 1s sysname.

'guote character’
Is a one—character string to use as the
delimiter. Can be a single quotation mark { " ),

a left or right bracket ¢ [ 1 ), or a double
Jquotation mark ( " . If guote character i1is not

specified, brackets are used.

mReturn Types

nvarchar (258)

)
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Delimiting object names with
quotename()

create procedure 3ys.sp droplogin
M loginame Syaname
as

set @Exec_stmt = 'drop login ' 4+ cquotensme ([{loginame)
exec (Hexec stmt)

if Hderror <> 0
return (1)

—— SUCCEZS MEZZAGE —-
return (0] -— sp _droplogin

/N
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Delimiting character strings with
quotename()

create procedure sys.sp password

Mold sysname = NULL, -— the old (current) password
lnew syshame, -— the new password
B loginame sysname = NULL -- user to change password on

a3

if fold iz null
set @Exec_stmt = 'glter login ' + guotensme (@ loginame) +
' with pasaword = ' + quotename (@new, 'Y
elae
et @Exec_stmt = 'glter login ' + guotensme (@ loginame) +
' with password = ' + guotensme (Anew, ') + ! old password = ' + quotensme (Aold, ')

exec [(Bexec stmt)
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quotename() function

Eeturns a Unicode string with the delimiters added to
make the input string a wvalid Microsoft S30L SIerver

2005 delimited identifisr.

Syntax
QUOTENAME ('character string' [ , "guote character']
mArguments

'character string'

Is a =tring of Unicode character data.
character string 1s sysname.

'guote character’
Is a one—character string to use as the
delimiter. Can be a single guotation mark { " 3,

a left or right bracket ( [ 1 ), or a double
gquotation mark { " ). If guote character 1s not

specified, brackets are used.

mReturn Types

nvarchar (258)

)
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replace() Function

Eeplaces all occurrences of the second given string
expression in the first string expression with a
third expression.

ESyntax

REFLACE ('string exrpressionl' ,'string expressionz', 'sitring expressioni']

mArguments

T string expressionli 7

The string sxpressicn to kbe searched. The
string expressionl argumsnt can be of data types that
are implicitly convertible to nvarchar or ntext.

T o string expressionz T

The string sxEpressicon to try to find. The
sString expressiond argumsnt can be of data types that
are implicitly coconvertible to nvarchar or ntext.

T o string expressioniI T

The replacemsnt string expressicon. The
string expression’ argumsnt can ke of data typess that
are implicitly coconvertible to nvarchar or ntext.

=sEReturn Value

nvarchar or ntext
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replace() function cont...

create procedure sys.sSp attach single file db
[l dbname sSyvanasame
Iphysname nwarchar (2 60)

gelect [Bexecstring = 'CREATE DATLBEASE !
+ uotenasme [ idbnsme , '[N
' O (FILENAME ='

+
+
+ REFPLACE (Bphysnate ' ' BP0 01
+ | I R B |

+ ' 1 FOR ATTACH'

EXEC (Hexecstring)

recurn (0] —— sSp attach single file db

15



quotename() vs replace()

QUOTENAME works for character strings of
length less than or equal to 128 characters.

Use QUOTENAME for quoting all SQL object
names.

Use REPLACE for character strings of lengths
greater than 128 characters.

Quotename() = delimiter + replace() + delimiter
— Quotename(@var) = [' + replace(@var,’]’,]]') + T

—

— Quotename(@var,””) = " + replace(@var,”™,”””) + "

y
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Dynamic SQL in Stored Procedures

CREATE PROCEDURE sp setPassword
fusername varchar (25),

fold varchar (25,

inew varchar (25)

L3

DECLARE [eonmand wvarchar (100)
-- Construct the dynsmic 20L

SET [ecommand= 'update Uzers set pasaword=''' + fnew + ''' where username='"'
+ @username + ''' AND password=''' + f[old + ''"

-- Execute the comoand.
EXEC |@rcommand)
30

/N
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Lets fix it with quotename()

CREATE PROCEDURE sp setPazaword
fusername varchar (25),

fold warchar (25,

fnew wvarchar (25)

L3

-- Degclare variahles.
DECLARE [command warchar (100)

-- Construct the dynamic 0L
SET [command= 'update Users set password=' + QUOTENAME (Anew,''''] + ' where username='
+ QUOTENLME (Busernsme,'''') + ' IND password = ' + QUOTENAME (fold,'''')

-- Execute the command.
EZEC [Boonmand)
G0

18



Fix it with replace()

CREATE PROCEDURE sp setPassword
@username varchar(25),

fold warchar (25),

Anew varchar (25

L3

-- Declare variables.
DECLARE [roommand wvarchar (100)

-- Construct the dynaic 30L
SET Roommand=

[ |
L

'update Users set password=''' + REPLACE (@new,
' where username=''' + REPLLCE (fusername, '''',
' AND password = ''' + REPLACE (Qold, '''', trrrnny

—-— Execute the command.
EZEC [(Hcommand)
G0

IIIIII:I

+IIII
III:|+IIII+
+IIII

+
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Part 1. Key points

Double up | (right brackets) in SQL Identifiers and
delimit them with []s.

Double up ‘s (single quotes) in character strings
and delimit them with single quotes.

We can use quotename() or replace() to mitigate
SQL injections.

The only difference between these functions is
that quotename() adds the beginning and ending
delimiters and in case of replace() we will need to

add them explicitly.

20






What did we fix?

CREATE PROCEDURE sp setPazaword
fusername varchar (25),

fold warchar (25,

fnew wvarchar (25)

L3

-- Degclare variahles.
DECLARE [command warchar (100)

-- Construct the dynamic 0L
SET [command= 'update Users set password=' + QUOTENAME (Anew,''''] + ' where username='
+ QUOTENLME (Busernsme,'''') + ' IND password = ' + QUOTENAME (fold,'''')

-- Execute the command.
EZEC [Boonmand)
G0
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SQL Modification by Truncation

CRELTE PROCEDURE sp setPassword
fusername varchar (Z5),

@old warchar (25,

@fnew wvarchar (Z5)

L3

-— Declare wvariables.

DECLARE [roommand varchar (100)

-- In the following statement, we will need 43 characters to set an administrator

-- password without knowing its current password.

-—- 100 - 26 - 16 - 15 = 43 (26 for update stwt, 16 for where clause, 15 for 'adwinistrator’
-- But [new only takes 25 characters, which we can get around by using single guotes.

-— S0 one can pass the following parametes and set admin password.

-- fnew = 18 =ingle cuotes, 1 Capital letter, 1 aywbol, I swall case letters, 1 digit

-- [uszername = administrator

-- [zommand hecomes

-- update Users set passwoprd='''tirrrriririririirriirrrirrreerr it i ihhl! where usernste='adwinistrator!
SET @command= 'update Users set password=' + QUOTENLME (Anew,''''] + ' where username='
+ QUOTENLME (fusername,'''') + ' IND password = ' + QUOTENLME (Hold,'''')

—-— Execute the consnd.
EZEC [[cormand)
(£l
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SQL Modification by Truncation

CREATE PROCEDURE sp setPassword
Busernawme varchar (25),

fold varchar (25,

Brnew warchar (25)

b3

—— Declare wvariashles.
DECLARE [@command warchar (100)

—— In the following statewment we will need 41 characters to set an admwinistrator

—— password without knowing its current password

—— 100 - 27 - 17 - 13 - 2 = 41 (27 for update stwt, 17 for where clause, 13 for adwinistrator

-— and 2 single quotes surrounding new password.

—— Just like before, pass the following parameters

—— [new = 18 =ingle gquotes, 1 Capital letter, 1 aymwbol, 2 swall case letters, 1 digit

—-— [uzernsme = administrator

—— [reonmand becomes

—-— update Tsers set password=s'‘'tiirrrriibrrriirrriirrrrirrrrrirr it bihhl!' where usernawe='adwiniscrator!

SET [@command=

"update Users set password=''' + REEFPLACE (fnew, '''', ‘''rrrrg 4 v g
' where username=''' + REPLACE (Rusername, '''', ''rrrrpopornnn o4
' ML password = ''' + REPLACE (Bold, '''', ‘'‘''rrrgo4 vt

—— Execute the comand.
EXEC ([focompand)
0
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Calculate the buffer lengths properly

CREATE PROCEDURE sp setPassword
Ausername varchar (25),

lold varchar (25),

inew varchar (25)

A3

-- Declare varishles.

-- Wlg need in total Zo+16+1043%52 = 214
DECLLRE [Aeonmand varchar (250)

-- Construct the dynamic 3QL
SET Acommand= 'update Users set password=' + QUOTENAME (@new,'''') + ' where username='
+ QUOTENAME (Rusername,'''') + ' AND password = ' + QUOTENANE (Qold,'''')

-- Execute the command.
EIEC ([Areonmand)
70
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Avoid buffers if possible

CREATE PROCEDURE sp setPasgword
fusername varchar (25,

fold varchar [25),

inew varchar [25)

L3

-- Fyecute the statement directly
FIEC| 'update Users set pessword=' + QUOTENAME (@new,'''') + ' where username='
+ QUOTENAME (Rusername,'''') + ' MND pasaword = ' + QUOTENANE (Rold,''''))

/N
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Avoid using dynamic SQL

CREATE FROCEDURE ap setPassword
fusername varchar (25,

fold varchar (28],

fnew varchar (25)

L3

-- Fxecute the statement directly

update Users set pasgword=Anew where username=fusername M0 passvord=fold

/N

G0




One more variant

ALTER PROCEDURE sp setPassword
fusernsame wvarchar (25,

Mold warchar (23],

dnew warchar (25)

L3

-- Declare wvarishles.

DECLARE @quuted_username varchar (25)
DECLARE @quuted_uldpw varchar (25)
DECLARE @quuted_nempw varchar (25)
DECLARE [command varchar (250)

SET @quuted_username = QUOTENLME (Busernames, '''')
SET Boguoted oldpw = QUOTENAME (Bold, '''')
SET Boguoted newpw = QUOTENAME (Bnew, '''')

SET Boommand= 'update UTsers set password=' + @quuted_newpw + ' where username='
+ @quuted_username + ' AND password = ' + @quuted_uldpm

EXEC ([command)

0




SQL Injection by truncation

-- In the following statements, all the warisbles can only hold 25 characters,

-- hut quotensme (] will return 52 characters when all the characters are single gquotes,
SET fquoted username = QUOTENANE (Busername, ''''|

SET Aouoted oldpw = QUOTENAME (Rold, ')

SET Bouoted newpy = QUOTENAME (Bnew, ')

By passing the new password as 123...n where n is Z4th character,
@qunted_newpw hecones '123..4

Obzerve carefully that there is no trailing single quote as it gets truncated,
90 the final query becomes sowething like this
update users set password='l1Z3...n where username=' <3QL Injection here using Username:

SET fconmand= 'update Users set password=' + @qunted_newpw + ' where username='
+ @qunted_username + ' WND password = ' + @qunted_nldpw

EXEC (Aeonemand)

i
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SQL Injection by truncation

CREATE PROCEDURE sp setPassword
Rusernstne warchar (25

Bold warchar (25 ,

Anew warchar (25)

Fik]

—— Declare wariables.

DECLARE Eescaped_username varchar (25)
DECLARE @Escaped_nldpw varchar (25)
DECLARE Bescaped_newpw varchar (25]
DECLALARE [Acomnand warchar (250]

SET Bescaped usernsme = REPLACE (Busernswe, '''', '''''']
SET Bescaped oldpw = REPLACE (Hold, '''', 't'trirtyg
SET Hescaped newpw = EEFPLACE (Hnew, '''', ''t0itt

SET [cormmand =

'update Users set passvord=s''' + [Hescaped newpw + '+
' where username=''' + Bescaped usernames + '''' +
' AND password = ''' 4+ @Escaped_uldpw + v

EXEC ([{command)

GO
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SQL Injection by truncation

-- If you pass single quote as the Z5th character then @Escaped_variable contains
-- the same input data hecause of trucation

SET Bescaped username = REPLACE (Busername, '''', '''''7)

SET @Escaped_uldpw = REPLACE (fold, '''', rreeen

SET Bescaped newpw = REFLACE (fnew, '''', ''000

-- By passing the new passvord as 123...n' where n 1s 24th character,

-- @Escaped_newpw hecomes 123..n'

-- 30 the final query hecones

-- update users set password='l123...n'' where username=' <3Q0L Injection here using Usernsmes
SET Reommand =

'update Users set password=''' + fescaped newpw + "' 4
" where username=''' + fescaped username + '''' 4
" WD password = ''' + fescaped oldpw + '

/N

EZEC ([Aeommand)
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Calculate the buffers properly

ALTER PROCEDURE sp setPassword
@username wvarchar (25,

@old warchar (25),

@new wvarchar (25)

L3

-- Declare varishles.

DECLARE @quuted_username wvarchar (60)
DECLARE @qunted_uldpw warchar (60)
DECLARE @qunted_newpw varchar{EDﬂ
DECLLEE @command warchar (250)

SET Bouoted usernswe = QUOTENLME (Rusernsme, '''')
=ET @qthEd_Dldpw QUOTENAME (@old, '''")
SET Bouoted newpw = CUOTEMNAME (Bnew, '''')

SET @command= 'update Users set password=' + @qunted_newpm + ' where userhnsme='
+ @quuted_username + ' AND password = ' + Equnted_nldpw

EZEC [(Boormand)

0
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SQL modification by truncation

DWOED ChangePassword(char® psUserNatwe, char® psold, char® pslew)
{

char® psEscapedUserName = NULL;
char®* psEscaped0ldPW = NULL;
char®* psEscapedNewPW = NULL;
char sz3QLCommand([100] ;

JfInput Validation

ff Caloculate and allocate the new buffer with length userdatalen® + 1
/¢ Escape all single quotes with double gquotes

J/Construct the query

dtringCehPrintf (s23Q0LCommand, sizeof (sz3QLCommand)/sizecf char),
"Update Users set password='is' where username='is' LND password='sis',
psEzcapediewPW, psEscapedUserlame, psEscaped0ldPu):;

{{Execute and return
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Check for return values

DWORD ChangePasswordi{char® psUserlame, char® psold, char® pshew)
i

char* psEscapedlUserMName = NULL:
char* psEscapedlldPW = MNULL:
char* psEscapediewFW = NULL:
char s=z30LCommand[ 1007

HEESULT hr=0:

A4 Input Walidation

A4 Calculate and allocate the new buffer with length userdatalen®s + 1
£d Escape all =2ingle gquotes with double gquotes

SiConstruct the gquery

hr = 3tringCochPrintf (2z3QLCommand, =Zizeof (f2z30LCommand) f2izeof (char)
"Update Users set password=s':s'! where username=':%s' LAND password=s'is!
psEscapedilewPW, psEscapedUserlName, psEscapedOldPW) ;

if (3 OK != hrj

i
S handle error cases

/fExecute and return
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SQL Injection by truncation

DWORD ChangePassword(char® psUserlame, char® ps0ld, char?® psHew)
{

char szEscapedlUzerNawe[26]
char szEscapedOldPW[Za] !
char szEscapediNewPW[Za]:
char seE3QLCommand[250] ;

J/Input Validation

// Escape User supplied data

Feplace (psUserNawe, "'", """  szEscapedlUserMName, sizeof (szEscapedUserName)):
Feplace (psPassword, ™'", "''"  szzEzcapedlldPWV, sizeof(szEscapedOldPl) )
Replace (psPassword, ™'", """  zzEzcapediewPlW, sizeof(szEscapedNewPl) )

J/Construct the gquery

atringCoehPrintf (sz3QLCommand, sizeof(sz3QLCommand) ,
"Update Users set password='%s' where usernamwe='%s' LMD password=':is',
szEacapedNewFW, szEscapedUserName,szEscapedlldPl) ;

f/Execute and return




Check for return values

DWORD ChangePassword(char® psUserMName, char® psold, char® psNew)
{

char szEscapedUserName[Z6] ;
char szEscapedOldPW[ZE]
char szEscapedMNewPW[Z26]
char sz30LComwand[250]

S Input Validation

/Y Escape User suprnlied data
if (Replace (psUserName, "'", "7, geEscapedlzeriName, 3izeof (szEscapedUserlName)) !'= 5 0K)
{

A4 handle errors
B
if (Replace (psPassword, "™'", "7, szEscaped0ldPW, sizeof (szEscapedoldPW)) != 3 0OK)
1

A4 handle errors
B
if (Replsce (psPassword, "'", "''", szEscapedNewPW, sizecf(szEscapedWNewPW) ) !=3 0OK)
1

A4 handle errors

dfConstruct the query

if (3tringCchPrintf (se30LCommand, sSizeof (sz3QLCommand) fsizeof (char),
"Update Users set password='%:s' where username=':%s' LAND password=':is',
szEscapedNewPlW, szEscapedlUserName, szEscapedlldPW) != 3 0K

/Y handle errors

SfExecute and return




Key points

« SQL modification is enabled by truncating the
command string.

« SQL injection is enabled by truncating the quoted
string.

« Truncation issues are not specific to PL/SQL
code.

Ve
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Affected Applications

* Applications written in TSQL and C/C++
 Web Applications
« Mid-tier Applications
« Backend Applications
« Tools and client applications
 Internal Maintenance Scripts.

y__

38



Finding SQL injections

|dentify the calls that execute dynamic SQL
Review the construction of dynamic SQL
Review the buffers used for the variables
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Mitigating SQL Injections by truncation

 |f possible, call QUOTENAME() or REPLACE()
directly inside the dynamic Transact-SQL.

« Calculate the buffer lengths properly.
« Check the return values for truncation errors.
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Resources

e http://msdn2.microsoft.com/en-
us/library/ms161953(SQL.90).aspx
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Questions ?

3

This presentation is for informational purposes only. Microsoft makes no warranties, express or implied, in this sumazary.
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